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Operating System Data - Windows Tracks time files

• Modified
• Accessed
• Created
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Metadata





File Data

Data stored by software such as MS Word, Excel
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Pictures

Exif Data
• Geo Location
• Camera data
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Mobile Devices
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Exif Data









What about email?
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Social Media
    [I]t should now be a matter of professional 
competence for attorneys to take the time to 
investigate social networking sites.”

Griffin v. Maryland, (Maryland Court of Special Appeals, 
May 2010)

“
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Metadata Ethics
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Professional Ethics of the Florida Bar
Opinion 06-2

September 15, 2006
• A lawyer sending an electronic document must take care to ensure 

the confidentiality of all information contained in the document, 
including metadata.

• A lawyer receiving an electronic document should not try to obtain 
information from metadata that the lawyer knows is not intended for 
the receiving lawyer.

• A lawyer who inadvertently receives information via metadata in an 
electronic document should notify the sender of the information’s 
receipt.
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Professional Ethics of the Florida Bar
Opinion 06-2

September 15, 2006

(Cont.)

• You really have an obligation to maintain requisite knowledge and 
skill for competent representation via continuing study and education.



Removing Metadata
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How do you get rid of metadata?
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1.Open the document that contains the metadata you need removed.
2.Choose File > Properties. Select the "Summary" tab in the 

"Properties" box. Clear any content from each text box and press 
“OK."

3.Choose "Tools" and "Options" from the toolbar.
4.Select "User Information" in the "Options" dialog box. Clear each field 

that contains personal information.
5.Select "Security" and check "Remove personal information from file 

properties on save.”
6.Select "Save" and uncheck "Allow fast saves." Click "OK" when 

completed.
7.Click on "File" and "Save" in the toolbar to re-save the Word 

document.

MS Word

Fla Bar Tech Tips
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1.File > Save without metadata

Word Perfect

Fla Bar Tech Tips
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1.Choose Tools > Protection > Remove Hidden Information. Found items are listed 
in the Remove Hidden Information panel with a selected check box beside each 
item. 

2.Ensure that the check boxes are selected only for the items that you want to 
remove from the document.  

3.Click Remove to delete selected items from the file, and click OK. 

4.Choose File > Save, and specify a filename and location. If you don’t want to 
overwrite the original file, save the file to a different name, location, or both. 

The selected content is permanently removed when you save the file. Should you 
close the file without saving it, you will need to repeat this process, making sure to 
save the file. 

PDF Files

Fla Bar Tech Tips



Metadata Questions?
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