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Metadata

File Data

Data stored by software such as MS Word, Excel
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PROFESSIONAL EXPERIENCE

Forensic Data Corp., Tallahassee, Flornida

Forensic Computer Scientist 2011-Present

John Sawicki founded Forensic Data Corp in 2011, to provide computer forensics services to
organizations in Florida. As a forensic computer scientist, Sawicki provides computer forensics,
e-discovery and data recovery services to companies, law firms, and government agendes
throughout the southeastern United States. With his broad range of experience and knowledge
of both legal processes and technology, Sawicki is uniquely qualified to provide skilled computer
forensics and e-discovery assistance. As a seasoned attorney with experience representing
employers in labor and employment litigation in state and federal court, and counseling
employers in employment related matters, Sawicki brings a distinctive perspective to computer
forensics investigations and e-discovery matters. Sawicki’'s unique abilities allow him to assist
with the discovery process from preparation for discovery conferences through trial.
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What about email?









Soclal Media

¢¢ [1]t should now be a matter of professional
competence for attorneys to take the time to
Investigate social networking sites.”

Griffin v. Maryland, (Maryland Court of Special Appeals,
May 2010)










Metadata Ethics



Professional Ethics of the Florida Bar
Opinion 06-2
September 15, 2006

* A lawyer sending an electronic document must take care to ensure
the confidentiality of all information contained in the document,
iIncluding metadata.

* A lawyer receiving an electronic document should not try to obtain
information from metadata that the lawyer knows is not intended for
the receiving lawyer.

* A lawyer who inadvertently receives information via metadata in an
electronic document should notify the sender of the information’s
receipt.



Professional Ethics of the Florida Bar
Opinion 06-2
September 15, 2006

(Cont.)

* You really have an obligation to maintain requisite knowledge and
skill for competent representation via continuing study and education.



Removing Metadata



How do you get rid of metadata?



MS Word

1.0pen the document that contains the metadata you need removed.

2.Choose File > Properties. Select the "Summary" tab in the
"Properties" box. Clear any content from each text box and press
“«OK "

3.Choose "Tools" and "Options" from the toolbar.

4.Select "User Information” in the "Options” dialog box. Clear each field
that contains personal information.

5.Select "Security" and check "Remove personal information from file
properties on save.”

6.Select "Save" and uncheck "Allow fast saves." Click "OK" when
completed.

7.Click on "File" and "Save" in the toolbar to re-save the Word
document.
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Word Perfect

1.File > Save without metadata
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PDF Files

1.Choose Tools > Protection > Remove Hidden Information. Found items are listed
in the Remove Hidden Information panel with a selected check box beside each
item.

2.Ensure that the check boxes are selected only for the items that you want to
remove from the document.

3.Click Remove to delete selected items from the file, and click OK.

4.Choose File > Save, and specify a filename and location. If you don’t want to
overwrite the original file, save the file to a different name, location, or both.

The selected content is permanently removed when you save the file. Should you
close the file without saving it, you will need to repeat this process, making sure to
save the file.
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Metadata Questions?



